ARGUS SYSTEMS GROUP

PitBull .comPack

OS-level Security for
Solaris and AlX

White Paper
March 2001

@ PITBULL.

.comPAcCK

INTRUSION
PREVENTION
SYSTEM



PitBull .comPack White Paper

COPYRIGHT

©1997-2001 Argus Systems Group, Inc. 1809 Woodfield Drive, Savoy, lllinois,
61874 U.S.A. All rights reserved. This product and related documentation are pro-
tected by copyright and distributed under licenses restricting its use, copying, dis-
tribution, and decompilation. No part of this product or related documentation may
be reproduced in any form by any means without prior written authorization of
Argus Systems Group and its licensors, if any.

Portions of this product may be derived from the AIX 4.3.3 operating system,
licensed from International Business Machines, Corporation, or from the Solaris
2.x system, licensed from Sun Microsystems, Inc.

DISCLAIMER

THIS PUBLICATION IS PROVIDED “AS I1S” WITHOUT WARRANTY OF
ANY KIND, EITHER EXPRESSED OR IMPLIED, INCLUDING, BUT NOT
LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY, FIT-

NESS FOR A PARTICULAR PURPOSE, OR NON-INFRINGEMENT.

NOTICE TO USER

This publication could include technical inaccuracies or typographical errors.
Changes are periodically added to the information herein. These changes will be
incorporated in new editions of the publication. Argus Systems Group, Inc. may
make improvements and/or changes in the product(s) and/or the program(s)
described in this publication at any time.

TRADEMARKS

Argus Systems Group, PitBull, PitBull Foundation, PitBull.comPack, Gibraltar,
and their respective logos are trademarks of Argus Systems Group, Inc.

Sun, Sun Microsystems, the Sun logo, Sun Microsystems Computer Corporation,
Solaris, IBM, International Business Machines Corporation, AIX, OpenWindows,
DeskSet, ONC, ONC+, NFS, AnswerBook, SPARC, INTEL, OPEN LOOK,
Motif, are registered trademarks of their respective owners.

All brand names and product names used in this document are trade names, service
marks, trademarks, or registered trademarks of their respective owners.



PitBull .comPack White Paper iii

Table of Contents

WHY DO YOU NEED INTRUSION PREVENTION SYSTEM SECURITY? ..ccvevierierierernnne 1
Threats and COUNLEIMEASUIES ........cceveereereeeiesieesteseesseeseseesseessesseesseessesseessens 2
The ClIENET'S SYSIEIM ..uuiiiiiiiee e 2
TR = U L PP 2
YOUE SYSTEIM ittt e e et e et e e et e e et b r e e e e e e e eaa e e e eaaneeees 3
TRUSTED OS SECURITY: PRINCIPLES AND PRACTICE ..cveviiiisieniesienieeeeeesee s see e 6
PitBull Foundation: How we apply those principles ........cccccooveviviiiiiiieeeeeinnnnn. 6
Information Compartmentalization ...........ccccoovieiiiiiiiiiiieeee 6
Role compartmentalization ............cccooeiieeiiiiiiieeere e 8
LeASt PrIVIIEOE ... 8
Kernel-level enforcement ... 8
BUILDING ON THE FOUNDATION: PITBULL .COMPACK ......cccvviriririeiercie e 11
Secure Communications ENfOrCer .........cccooiviiiiiiiiiiiiiiieceeie e 12
SECUNLY GALE ..oeveveieieiiiiiiie e e e e e e e e e e e e ettt s e e e e e e e e aaeeaeeeeeeesnnnnnnnnns 13
Secure Authentication Module ..............ooviiiiiiiiiiiiiii e 14
Secure CGIMOAUIE ..o 16
Secure Program LaUNCNEr .......ccoooiiii i e e 17
Remote Administration with Trusted SSH ..., 18
Y = o 19
COMMON ARCHITECTURES. PUTTING IT INTO PRACTICE ...ccveiierienieeieseesieeneeninns 20
INtErnet SErVICe PrOVIAEIS .......uuuuiieiiiiiie i e et e e e ee e e et e e e e e e e e e e e e eeeeeeanennes 20
Foundation and SPL ........ccoooiiiiiii e 20
TS S H e 21
Secure CGI Module and Security Gate .........ccccevveeiieeeeiieeieeeeeeiiinnn 21
Secure transactions: commerce, banking, corporate intranets ........................ 22
Secure Communications ENfOrCer ............vviieiiiiiiiiii e 22
Secure Authentication Module .............coooiviiiiiiiiiiiii e 22

[ YT o 23
Evaluation and Certification
FOr more iNfOrMAatioN .......eeeee e 23



PitBull .comPack White Paper




PitBull .comPack White Paper 1

Why do you need Intrusion Prevention System
security?

Ten years ago, the Internet business world was just beginning. The distinctions between

where internal systems ended and the Internet began was reasonably clear. Today, that's no
longer the case. When your business is your website, or your online database, or requires
instant data exchange with a branch office which is physically located 2,000 miles away,
the distinction between your business and the Internet blurs to the point where they
become indistinguishable.

Firewalls, encryption, and intrusion detection software may help, but are not sufficient in
themselves. When the firewall has to permit traffic through to access the web server, it
opens a hole to potentially permit unauthorized access to your internal systems. If data is
encrypted in transmission but is stored in an accessible form on your server, anyone who
can perform a root exploit on your server doesn’t need to bother with intercepting packets
and breaking the encryption. The essential problem with intrusion detection is that the
intrusion has already occurred by the time there is enough of a pattern for the software to
identify. The same is true of anti-virus software: in order to produce the vaccine, someone
must have been infected. At the speed with which modern computer viruses such as Mel-
issa and ILoveYou propagate and distribute themselves, this response method isn't fast
enough to guarantee that your business won't be one of the victims.

Your first line of defense needs to be as close as possible to the data and applications being
protected. And it needs to be deeper than any user can access, even root. Argus’s PitBull
Intrusion Prevention System, based on trusted operating system technology, both secures
your computer at the kernel level and improves the security of your other application-
based security systems. By placing the security decisions within the kernel itself, no appli-
cation can circumvent the security decision-making process. By separating root’s power
into many different, more limited privileges, and preventing the root user from acquiring
more privileges, you no longer need to worry about root exploits in applications since root
no longer has any real power. By compartmentalizing each application with sensitivity
labels (which, unlike traditional UNIX security, are not dependent on the user ID and can-
not be overridden by root), an exploit which gains control of one application can’t be used
as a springboard to control another. And with the ability to compartmentalize different ele-
ments of the same application, such as a web server, even exploits within an application
can often be prevented from damaging the application itself.
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Threats and countermeasures

No matter what species of attack takes place, the eventual target points remain the same.
In an Internet security breach, there are three primary points of failure: the client’'s system,
the packet in transmission, and your system.

e N

Client-side Threats: Transmission Threats: ~ Server-side Threats:

> Viruses > Snooping Unauthorized uses Authorized uses

> Zombie machines > IP spoofing > Unauthorized access > User error or mistake

(read, write, execute) (bad passwords,
> Denial of Service distributing files which
(prevention of should be kept secret,
authorized use opening infected files)
> Physical damage
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FIGURE 1. Three Catergories of Threat

The client’s system

Unfortunately, in a Web-based business model, there is very little a business can do to
guarantee that the computers which are being used to connect to their website and/or data-

bases have not been compromised. The rapid and global transmission of recent viruses

such as Melissa and ILoveYou testify that anti-virus software has the same limitations as

regular human vaccine: someone has to suffer the infection before the doctors can create a

cure. And the use of “zombie” machines to perform coordinated denial of service attacks
reinforce the problem: you can’t count on all incoming requests being friendly, but you
also can't block all requests if you want to perform Internet-based business. Since it’s
impossible to guarantee that the other system has not been compromised, the best thing
you can do for your own security is to ensure that your operating system and file systems
are as bullet-proof as possible.

If the ILoveYou virus had been written for a UNIX platform, Argus’s PitBull security sys-
tem could have drastically reduced the damage performed by the virus. In a properly com-
partmentalized system, the virus might still have had the ability to redistribute itself, but it
would have been prohibited from corrupting other files on the system. The reason is that in
a PitBull system, processes are allowed to read files stored at lower sensitivity labels, but
can only write to files stored at the same sensitivity label. Therefore, although the retrans-
mission part of the virus might still have been permitted (because it would be received at
the level of the mail system), the damage it tried to cause to other parts of the system
would be blocked (because other applications and files would be stored at different sensi-
tivity labels). The security principles behind this will be explained later in this paper.

In transit

Another common target is the transmission channel. Since data packets have to travel
through several computers to be routed to the correct destination, packet interception and
reading is not much of a challenge unless the packet is encrypted. This is why sensitive
information should be encrypted over any network channel. Another common attack is for
a machine to pretend it has another machine’s IP address (“spoofing”), in order to either
send or receive information which should have come from the other machine. Strong
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authentication methods and signed keys provided by trusted vendors are used to combat
this problem, but an additional concern is the integrity of the trusted vendors’ databases
and authentication sites.

PitBull Foundation™ ships with Advanced Secure Networking, which provides a means
to insert security information into standard networking traffic -- and require corresponding
security information in packets it receives, if the system security policy requires it. PitBull
.comPack™ offers Trusted SSH, a sensitivity-level-aware version of F-Secure’s SSH,
which provides encrypted telnet and ftp-like traffic. PitBull .comPack also offers IPsec,
which covers three functional areas of security: authentication, confidentiality, and key
management. Finally, PitBull Foundation’s Pluggable Authentication Module (PAM) sup-
port permits integration of a wide range of third-party authentication solutions, including
smart cards and biometrics. PitBull systems both provide native network security mecha-
nisms and enhance the security of any additional mechanisms your business requires.

Your system

The widest variety of attacks available are aimed at the system providing the service rather
than the connection or client computers. And not all system compromises are due to
attack; others are due to simple mistakes. In any case, the types of system compromises
available fall into four primary categories:

e Unauthorized read, write, or execute access
e Prevention of authorized access (denial of service)
e Authorized users making either mistaken or malicious decisions

e Physical damage to hardware

Unauthorized read, write, or execute access

Most exploits in existence take the unauthorized access approach. Although the methods
vary widely -- buffer overflows, CGI exploits, root exploits, etc. -- the hacker’s desired
end result is access. The application-level solutions are as varied as the attacks: firewalls,
intrusion detection software, access control lists, and so on.

While Argus doesiot claim that all application-level security is uselessdaassert that
almost any amount of application-level security is insufficient by itself. The reason is that
a root exploit can be used to control any standard UNIX system -- including its security
applications. A root exploit cannot be used to control a PitBull system. The PitBull system
provides operating-system-level security and modifies the kernel so that UID 0 no longer
has the innate powers associated with that identity on standard UNIX. However, almost all
commercial off-the-shelf software will run on a PitBull-secured system without modifica-
tion, because the PitBull system provides integrators with the ability to assign specific
limited privileges to executable files, and to control their use.

Prevention of authorized access (denial of service)

Another common attack is the denial of service attack, one variety of which made national
headlines in February 2000 when several major Internet businesses were disabled for sev-
eral days. This kind of attack is less directly useful for a hacker, because it does not yield
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any information, but it is effective in terms of sheer nuisance value. The distributed denial

of service attack types used in the February 2000 events require a hacker to have compro-
mised severa systems before launching the assault. So far, no single solution to this prob-
lem has been found. Countermeasures have consisted of pattern-matching on either the
network level or the application level in order to apply filters or bandwidth limitations.

For Internet-based sales sites and other applications which are intended for worldwide
access, where the accepted | P addresses cannot be limited by default, PitBull will not pre-

vent you from being targeted by denial of service attacks. However, PitBull will prevent

your site from being used as a launchpad for adenial of service attack; the launchpad sites

are often liable for prosecution. In addition, for Internet-based intra-company applications

such as branch office communications and worldwide secure database access, PitBull pro-

vides several countermeasures to denial of service attacks. These countermeasures include
Virtual Private Networking and Advanced Secure Networking’s packet filtering options.
In a situation where you wish to restrict traffic to known hosts, and to verify the identities
of the connecting machines, PitBull permits effortless rejection of packets from unap-
proved sources.

Authorized users making incorrect decisions

One of the most difficult problems to solve is that of authorized users making mistakes.
Examples of this include writing down or telling another user a password, opening
infected files from known or unknown sources, making a file world-readable or world-
writable for convenience, opening a door through a firewall for home-based access, and so
on. An even more difficult problem is a knowledgeable user with a grudge, such as a
recently-fired system operator or administrator. In the standard UNIX security system, the
dependence on user integrity is a substantial weakness. Under the assumption that no one
would give file access to an unauthorized user, access controls are left to the user’s discre-
tion. Under the assumption that only authorized users would be able to become root, root
is all-powerful. Neither of these assumptions hold up in the era of modern cybercrimes.

Although no software system can prevent a user from writing down his password and
handing it to another user, PitBull systems come closer than most to solving the problem
of incorrect user security decisions. Compartmentalization can be used to restrict individ-
ual users to a small area of the system, so that a compromise of one user’s account can’t be
used to damage others. The Foureyes program can require confirmation of actions by des-
ignated users, so that certain tasks can only be performed after a second user has agreed to
it. And PitBull’s inherent division of power splits system administration tasks and abilities
among multiple users (security system administration, system administration, and system
operations).

In addition, PitBull builds on each operating system’s native auditing capabilities to per-
mit tracking of both standard auditable events and security-specific ones. Additional audit
classes and events are available for site-specific use.

Physical damage

No software in the world is able to prevent all types of physical damage to hardware, but
many are designed to simplify recovery in the event of a hard disk failure or other drastic
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hardware loss. In addition to native backup and restore utilities, PitBull provides asimple
way to include the system security information with any third-party backup and restore
software: the integrity database system, which is used both to check for system alterations
during ordinary operation and to record the correct security settings for designated system
files and devicesto assist with the backup and restore process. The components of PitBull
Foundation and PitBull .comPack install with default integrity databases in place; the site
administrator can create integrity databases for any additional software whose security
information should be recorded and regularly reviewed.
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Trusted OS Security: principles and practice
There are four primary principles behind trusted operating system security:

Information compartmentalization. Restrict access to information in a way
that is not dependent on the user ID for security control. Provide a means of
preventing any user on the system, including root, from viewing or modifying
information which the user is not cleared to have. Prevent compromisesin one
application from being used as a springboard into another unrelated applica-
tion.

Role compartmentalization. No one user on the system should be able to per-
form all system events. Access to a root shell should not give control of the
entire system. Confirmation from two users is strongly recommended for
important system actions such as addition of users, addition of devices, and
system reboots, to limit the amount of damage which can be done by a compro-
mise of any individual user account.

Least privilege. Processes should only be permitted to perform their desig-
nated tasks; for example, a mail system process (even one running as root)

should not be permitted to modify a web server’s files. Processes should not
have any privileges which are not essential to their operation; for example, a
web server (even one running as root) should not be permitted to modify any

files other than the web server’s own access and error logs.

Kernel-level enforcement. Security should be performed at a level which can-

not be bypassed by any user-level actions, and at a level as close to the applica-
tion which is being protected as possible. Kernel-level security enforcement
ensures that access decisions are made at a level that users cannot circumvent,

and these access decisions directly precede the application’s actions.

PitBull Foundation: How we apply those principles

PitBull Foundation, the trusted operating system component of Argus' Intrusion Preven-
tion System software, addresses each of these requirements for trusted operating system
security:

Information Compartmentalization

Mandatory Access Control (MAC) is PitBull’'s answer to the information compartmental-
ization requirement. Unlike standard UNIX’s Discretionary Access Control (DAC, more
familiar as permission bits and access control lists), MAC is not dependent on the discre-
tion of the user. A user can own a file which has read, write, and execute permissions
available to everyone, but under MAC, if the user is not cleared for the information in the
file, the user can’t touch it. The keysensitivity labels (SLs). Every object on the sys-

tem, including both files and processes, has a sensitivity label; some objects, such as direc-
tories, can have more than one SL in order to define an access range. And unlike standard

DAC, MAC restrictions cannot be overruled by a root-owned process.



PitBull .comPack White Paper 7

There are two components to a sensitivity label: classifications and compartments. Every
sensitivity label must have one classification, which is the hierarchical component. For
example, Top Secret is a higher classification than Secret, which is higher than Confiden-
tial. However, if the classification were the only component of a sensitivity label, there
would be no way to prevent a Top Secret user from reading (though not writing) every file
on the system,; therefore, the second component of an SL, the compartments, are non-hier-
archical. For example, compartment A is neither higher nor lower than compartment B. A
sensitivity label can have no compartments or any number of compartments (up to 1023,
the system limit).

The use of both classifications and compartments in SLs create three possible dominance
relationships among files and processes. dominant, equal, and disjoint labels. A process

can read but not write any file which it dominates but does not equal. For example, a pro-

cess with a Top Secret SL can read but not write a file with a Confidential SL. Writes are

only permitted when the process’s SL equals the file’s SL. Disjoint labels are used for pure
compartmentalization, to prevent all access between the two areas. For example, a Top
Secret A process can neither read nor write a Confidential A B file, because the process’s
SL does not have access to the B compartment.

Users are also assigned sensitivity levels; each user account has three sensitivity labels
associated with it, which define the usesfsarance. A clearance includes a minimum

SL, a maximum SL, and a default SL. These SLs define the range at which the user can
log in to the system; the default SL will be used unless another SL within the user’s range
is specified in a console or TSSH connection. (TSSH is described in more detail in the Pit-
Bull .comPack section of this paper.)

The level at which the user logs in will determine the level at which each of the user’s
shell’s child processes will be created, and most users are not authorized to change their
processes’ SLs (even within their clearance) after logging in. Processes inherit their SLs
from the parent process -- including root-owned processes, and, as mentioned above, root
is subject to MAC controls in the same way that any ordinary system user is.

Another feature PitBull Foundation offers for information compartmentalization is parti-
tioned directories. Ordinary directories can be single-level (minimum and maximum SLs
set equal) or multiple-level (a range of SLs permitted between the minimum and maxi-
mum). Partitioned directories appear to be single-level to any single user, but behave like
multiple-level directories. Within the real directory there are several virtual subdirectories,
each of which operates at a single SL. A user whose shell is operating at Top Secret who
enters the partitioned directory will arrive in the Top Secret virtual subdirectory, and will
not be allowed to see any files at other labels in any of the other subdirectories even if his
clearance dominates the lower labels. Similarly, a user whose shell is operating at Confi-
dential who enters the partitioned directory will see only the contents of the Confidential
virtual subdirectory.

In practical terms, this means that root exploits are no longer useful to hackers. Even if a
web server is running as root, the process of the web server in a properly compartmental-
ized system will have a SL which does not equal that of any other application or group of
files, including its own HTML and configuration files. A hacker who spawns a new shell
based on a web server exploit can only write at the SL at which the web server ran.
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Although the web server process’s SL would dominate the SLs of its HTML and configu-
ration files in order to be able to read them, the only files which the hacker could write to
are the access and error logs. And the web server’s process will not have the privileges
required to raise or lower SLs.

Role compartmentalization

A combination of privileges and authorizations are used to enforce role compartmentaliza-

tion. On a PitBull system, root’s powers have been splintered into many smaller, more

limited abilities called “privileges,” which are no longer inherently associated with UID 0.

In fact, by default the root user cannot use any privileges which are not already associated
with a given process or executable, because of a kernel security flag which prevents root
from using authorizations.

Authorizations are assigned to users; privileges belong to processes and executable files.
Thanks to the combinations of authorized privileges/privileged authorizations and innate
privileges/access authorizations, if a user is not authorized for a privilege, he will not be
able to use that privilege even if he is permitted to execute a privileged file.

Root is not the only user whose powers have been restricted. In the default installation,
system administration responsibilities are divided among users who are assigned the
Information Systems Security Officer (ISSO) authorization, the System Administrator
(SA) authorization, and the System Operator (SO) authorization. Broadly speaking, the
ISSO controls PitBull security functions, the SA controls ordinary UNIX functions, and
the SO controls devices and hardware. The addition of users or software requires coopera-
tion among these three roles, so that a compromise of one powerful account will not nec-
essarily compromise the entire system.

Least privilege

The principle of least privilege is closely associated with power compartmentalization.
Least privilege means that a process or executable should only have the minimum neces-
sary privileges and for only as long as those privileges are required. It also means that a
user should have only the authorizations which are required for the performance of his
duties, and should have the least possible clearance range compatible with those duties.

This principle extends into all aspects of the PitBull system design. Unlike SLs, a child
process’s privilege set is not directly equal to that of the parent; the child process’s privi-
lege set is calculated with various factors, including the executable’s privileges and the
user’s authorizations. The different types of privilege sets available permit fine-grained
control of both file access and privilege use.

Kernel-level enforcement

The purpose of kernel-level enforcement is both to reduce system overhead by bringing
the security decisions as close as possible to the resources being protected and to prevent
user-level or application-level exploits from being able to circumvent security. When
security information is placed on every object on the system, and the kernel itself makes
security decisions, the system is more secure than any combination of user-level or appli-
cation-level security.
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PitBull adds security to file system objects and to processes. It also replaces the standard
UID 0 checks with more specific and more targeted privilege checks. And PitBull prod-
ucts install directly onto an operational platform without requiring the removal of the
commercial OS and COTS applications. Users instaling PitBull enjoy the benefits of
retaining the look and feel of a known commercial product with only the requirement to
learn the incremental enhanced security capabilities over and above their native OS.

System usersinstalling PitBull in accordance with the PitBull .comPack Installation Guide
and user training should experience the following benefits:

° COTSHike software installation over an existing configuration.

e  Continued operation of those existing software applications conforming to
standard Solaris or AIX APIs.

° Immediately improved security and assignment of default sensitivity labels
associated with existing applications.

e  The ability to increase the security of commercia software applications with
thet r acepv utility, through which the minimum privileges required for oper-
ation can be determined.

Trusted operating systems, though secure, are of limited utility unless the software appli-
cations required by the users operate effectively and efficiently. 1st and 2nd Generation
trusted products were often characterized by requirements for extensive integration activi-
ties and therefore had limited utility due to ongoing requirements to customize new appli-
cations. Standard application interfaces were typically modified to support security
requirements, thus negating their utility. Extensive integration and maintenance activities
often made Trusted Systems too costly to implement.

Solaris2.5.1 - 2.8 and Al X 4.3.3 systems upgraded with Argus enhanced security products
deliver 100% compatibility with the commercial Solaris and AlIX application-program-
ming interfaces (APIs). Any application that runs on commercial Solaris or AIX will also
run on the system with Argus enhancements, without modifying the existing application.
(One exception is in the instance of applications which modify file systems or the operat-
ing system kernel; these kinds of products will not be able to operate without modification
on an Argus system.) Furthermore, all applications residing on a system prior to the Argus
installation will be labeled with SLs according to system defaults. Argus extends the
Solaris and AIX APIs to support additional security functionality. This allows customers
to develop their own secure applications using the Solaris APl and Argus extensions.
Argus extensions are documented in the Argus Software Developer’s Kit.

Unfortunately, not all commercial off-the-shelf applications are “well behaved;” i.e., they
perform various functions that violate the security policy of the operating system. Exam-
ples are applications that require that they execute as the superuser or root account. Argus
has provided tools and features to run such programs on an Argus system, while still min-
imizing threats to system security:
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A fine-grained set of privileges that can be used by the 1SSO to assign privi-
leges to an application on a case-by-case basis so that the application functions
correctly on the system in aminimal-risk, secure manner. The principle of least
privilege requires that application programs be assigned only the minimal set
of privileges necessary to allow the application program’s performance.

A superuser emulation feature to allow those applications that assume the
superuser status to execute within the control of the trusted computing base
without superuser status. Programs run in this method will have control of
standard UNIX security mechanisms, but will not be able to override the Pit-
Bull security mechanisms.
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Building on the foundation: PitBull .comPack

In ssimplest terms, PitBull Foundation is about separating elements from each other and
making access between areas more difficult. PitBull .comPack is about building specific
connections between areas that need to communicate securely.

In addition to the security features provided by PitBull Foundation, components included
within PitBull .comPack offer a solutions-oriented suite which protects the system from
intruders and errant software. These highly specialized software modules separate func-
tional components in order to minimize the chances of attack. Because application func-
tionality is separated from important data, there is no way one application can influence or
manipulate the operations of acritical process. There are seven distinct modules:

The Secure Communications Enforcer (SCE) intercepts selected communica-
tions from a network and redirects them to daemons. Redirection decisions are
based on the security level of the incoming communication, the URL specified
in the request, and sets of rules determined by system administrators. With the
SCE, only properly authenticated clients at the proper security levels can
access secure back-end applications.

The Security Gate acts as a secure, controlled channel between two programs
operating at different security levels, alowing them to communicate within
predefined limits and preventing front-end exploits from being able to access
unauthorized areas behind the security gate.

The Secure Authentication Module places the authentication responsibilities of
the web server into its own compartment, in order to restrict access to the sen-
sitive information typically involved in user authentication.

The Secure CGI Module isolates the CGI functionality of a web server from
the web server itsalf. With the Secure CGI Module, the CGI executables are
run at a different sensitivity label and from a different location than the rest of
the server, to prevent CGI-based exploits from affecting any other files.

The Secure Program Launcher (SPL) allows specific users without powerful
authorizations to execute programs that operate at a high level of security, but
only in a predefined manner. This increases security by allowing users to per-
form pre-configured tasks without permitting them direct control of greater
privileges than the users are authorized to have.

Trusted SSH, Argus's implementation of F-secure’s SSH (Secure Shell), per-
mits remote trusted administration of a PitBull system through key exchange
and encryption. The Argus-enhanced version aso permits administrators to
specify a sensitivity label at login.

IPSec, an encrypted IP protocol, enhances the PitBull .comPack suite of prod-
ucts by providing VPN-like capabilities through the use of both keys and
encryption. This provides additional security in the areas of authentication and
confidentiality.
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These components are available as afully integrated product suite or individually as sepa-
rate modules to provide a secure platform for web-based services or hosting applications.
Usersinstall PitBull .comPack and immediately begin taking advantage of its security fea-
tures. Rather than requiring administrators to replace the commercial operating system
altogether (as with all other trusted operating systems), both PitBull Foundation and Pit-
Bull.comPack enhancements are installed as system upgrades.

In addition to improving overall system security, PitBull technology also enhances other
traditional security systems such as firewalls and authentication. Without the PitBull
foundation of security, these other mechanisms are still vulnerable to any exploit in any
program which permits access to aroot-owned process. A PitBull system’s elimination of
root power, separation of privileges, and compartmentalization of applications provides
the critical layer of security required to ensure the integrity and confidentiality of data and
applications at all levels of operation.

Secure Communications Enforcer

SECURITY CGI SCRIPTS
SECURITY
ATE

GATE ’////
CGI DAEMON !
\ .
ADMIN<
NETWORK

INTERFACE

WEB PAGES

SCE (HTTP MODE) SCE (OTHER MODE)

> Cookies on / off / timeout > Pass rules (anything
> Default rule not covered is dropped)

OPTIONS:
> Authentication rules
> Allow rules
> Deny rules
L J

FIGURE 2. Secure Communications Enforcer (SCE)

The Secure Communications Enforcer (SCE) would normally be set up on the front-end
web server, although it can aso be set up with other programs. It can handle requests for
compartments on a one-to-one, one-to-many, many-to-many and many-to-one basis. All
communications can be directed through the SCE on the system to control remote access
to senditive system services and data. The SCE was formerly known as the Upgrade/
Downgrade Enforcer (UDE), and isreferred to in that manner in the documentation, com-
mands, and software.

The SCE intercepts all communications from the network on a specific port and redirects
them to selected servers and daemons. Although web servers can provide their own iden-
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tification and authentication schemes, an exploit of the authentication mechanism would
render all data contained within the web server vulnerable to unauthorized access. To pre-
vent this, the SCE uses Sensitivity Labels (SLs) assigned to each network connection by
Advanced Secure Networking (ASN) to distinguish among clients and to forward each
reguest to the appropriate back-end web server.

When a client makes a request, incoming connections can be sent to the SCE. When the
connection is received by ASN, the data stream is assigned an SL according to specific
rules set forth in the ASN configuration. The Secure Communications Enforcer reads the
SL (provided by ASN) and the URL of the request, then applies rules in its configuration
file to determine which web server each client can access. In this manner, trusted clients,
such as internal users, can be assigned labels that the SCE redirects to a sensitive web
server, while Internet users are only allowed to access aweb server designed to meet pub-
lic needs.

Before sending arequest to aweb server, the SCE re-labels that request, according to rules
inits configuration file. The rules are set up so that the new SL of the packet matches the
SL of the target server, so that the server can read the packet.

Security Gate

SECURITY GATE

Secret A B)

> Front-end: Port 1000
PORT 2000 | (Confidential A)
(Secret B)

=N > Back-end: Port 2000

(Secret B)

\ okt 1000

(Confidential A)

(& J

FIGURE 3. Security Gate

The Argus Security Gate isasmall trusted program that allows two processes with digjoint

SLs to communicate with each other. Under ordinary circumstances, processes with dis-

joint SLs (SLswhich have no relationship, so that neither one dominates the other) are not
permitted to communicate. The Security Gate istypically used to allow a front-end client

to communicate with a back-end server that runs at a different sengitivity level. In this

way, the Security Gate acts as a secure controlled channel between the two programs,
alowing them to communicate with each other but not allowing them to access each

other’s files directly. Since a typical installation has several back-end servers, there are
often several Security Gates running simultaneously, one for each back-end server.
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Once the connection to the back-end server has been established, the Security Gate passes
information between the front-end client and the back-end server. The SL for incoming
data is compared to the configuration settings for the Security Gate and if the SLs do not
match, that data connection is dropped.

The Security Gate does not modify or examine the data that it passes between the front-
end client and the back-end server, allowing the Security Gate to mediate many different
user-level protocols. The Security Gate supports several Stream and Datagram protocol
types. The supported Stream protocols are TCP and UNIX Domain protocols, and the sup-
ported Datagram protocol is UDP. Datagram broadcasting and the Datagram UNIX
Domain protocols are currently unsupported.

The Security Gate differs from other PitBull .comPack applications in that it supports
UDP sockets in addition to TCP and UNIX Domain sockets.

Secure Authentication Module

AUTHENTICATION }
MODULE > SECURITY
GATE

>~

= SECURE
COMPARTMENT

CLIENT SCE (HTTP MODE) SECURITY GATE AUTH. MODULE SECURITY GATE SERVER

FIGURE 4. Secure Authentication Module

The purpose of the Argus Secure Authentication Module is to place the authentication
responsibilities of the web server into its own compartment to restrict access to sensitive
information involved in user authentication. There are many different ways to authenti-
cate users; the most common is identification and password, but many systems are moving
to PKI, two-factor authentication and biometrics. These programs would be running on
the same machine as the Secure Authentication Module, but they can now be compart-
mentalized to enhance the security of the application itself. The Secure Authentication
Module was formerly known as the Authentication Daemon (aut hd), and isreferred to in
that manner in the documentation, commands, and software.
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When started, aut hd automatically detaches from the controlling terminal and puts itself
in the background. Afterwards, it listens on a socket specified in the configuration file and
walits for requests from a web server. When aut hd receives a request, it executes an
authentication script. If the return value of the script is zero, aut hd creates an HTTP
header returned to the client browser. The header causes the client browser to set a cookie
in its memory, and the client browser sends that cookie to the SCE with each subsequent
packet. The cookie is a hashed value generated with the RSA Data Security, Inc. MD5
Message-Digest Algorithm.

The SCE must be used in conjunction with the Secure Authentication Module, and the
authd configuration file must contain the URL of the SCE for a cookie to be directed from
the client back to the SCE. When the SCE receives the cookie from the client, it compares
the cookie to the serverslisted in its AUTH rules. If matched, it promotes the client to the
specified back-end web server. The SCE does this for each packet until the cookie times
out. For authentication to work, the SCE and authd must have corresponding AUTH rules
in both of their configuration files.

If the authentication script returns any value other than zero, the user receives an error
page specified in the configuration file. The cookie is never stored in permanent memory
on the client machine. Once a client is promoted to a different server, clicking the
browser’s BACK key will produce an error message.

The Secure Authentication Module interacts with the web server through the use of Argus-
provided plug-in modules to the web server. Currently, Argus supports Netscape Enter-
prise Server 3.6.2, 4.0, and 4.1, and Apache 1.3.9. The Secure Authentication Module
must be linked into the web server to which the SCE sends authentication requests. The
web server's authentication module intercepts all requests that end with the extension con-
figured in the MIME.types file, and forwards them on to a Security Gate, which in turn
redirects the request to authd.
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Secure CGI Module

CGI SCRIPTS

CGI DAEMON SECURITY

= SECURE
COMPARTMENT

CLIENT WEB SERVER SECURITY GATE CGI MODULE

> Request > Process: > Secret A
Confidential A B
> Configuration files:
Confidential A The CGI daemon can read and execute the CGl files,
> HTML and CGl files. but cannot write to any of the files and cannot be
Confidential used to take control of the web server process.
. J

FIGURE 5. Secure CGl Module

The Secure Common Gateway Interface (CGI) Module serves as a means to separate the
CGl functionality of aweb server from the web server itself. By using a Security Gate to
broker communications between the Secure CGI Module and the web server, both compo-
nents can be isolated to prevent and limit losses in the event of aweb server compromise.
Compartmentalization using mandatory access controls (MAC) ensures that exploits on
the web server cannot affect secure operations of CGI scripts and vice versa. The Secure
CGI Module was formerly known as the CGI Daemon (cgi d), and is referred to in that
manner in the documentation, commands, and software.

When started, cgi d automatically detaches from the controlling termina and puts itself
into the background. Once it has done so, it listens on a port as specified in the configura-
tion file and waits for requests from a web server. When cgi d receives a request, it sets
environment variables according to directives in the configuration file, and invokes the
CGil script. The script’s output is then returned to the web server.

The Secure CGI Module interacts with the web server through the use of Argus-provided
plug-in modules to the web server. The module needs to have a Security Gate to be able to
communicate with cgi d, which runs in a digoint compartment. Currently, Argus sup-
ports Netscape Enterprise Server 3.6.2, 4.0, and 4.1, and Apache 1.3.9. The web server’s
plugin module intercepts all CGI requests and forwards them to the Security Gate, which
in turn redirects the request to cgi d. After execution of the script, cgi d returns the script
output to the Security Gate, which sendsit to modules within the web server and then back
to the client’s browser.
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Secure Program Launcher

The purpose of the Secure Program Launcher (SPL) is to alow system administrators to
create startup and shutdown scripts for programs that need to execute at a specific sensi-
tivity level, without requiring those scripts to be run by users with powerful authorizations
(such as1SSO). The SPL was formerly known as Execenv, and is referred to in that man-
ner in the documentation, commands, and software.

SPL uses a database to determine how to execute a program. Each entry in the SPL data-
base, / et c/ securi ty/ execenv. conf, informs SPL how to execute one program. The
SPL command line argument is atag that tells SPL which entry in the database to use.

The SPL program is capable of running programs that require interactive input, even if the
program turns off terminal echoing. This allows SPL to execute programs that require
passwords.

Many measures have been taken to avoid the possibility of exploitation of an SPL-initi-
ated process, including:

° Privilege stripping: The SPL removes any privileges inherited from the process
which called it, so that the process it creates runs with only its own innate priv-

ileges.
° Group stripping: The SPL empties the supplementary group list when it exe-

cutes a program so that the program runs only with the primary group of the
user specified in the execenv.conf file.

° Environment-free execution: The SPL executes programs with no environment
to avoid shell scripting exploits.

e  Pseudo-terminals. By default, the SPL sets up a pseudo terminal for each
spawned process to allow the user’s terminal settings to remain unchanged.

Example of SPL Usage

Suppose that a web server in a particular installation should run at the sensitivity level
CONFIDENTIAL WEBSERVER. The system administrator could decide to write a shell
script to launch the web server:

#!'/ bin/sh

/tbin/setsl -a "CONFI DENTI AL WEBSERVER"' $$%

/tbin/setpv a "" $$

[ opt/webserver/start_web_server

The problem with this script is that tket s| andset pv commands require very power-

ful authorizations. Without the Secure Program Launcher, the web administrator would
need SETSL and SETPV authorizations, which would also permit the web administrator
(or anyone who hacked his account) to use those commands on other programs or files
than the script which starts the web server.

If the site has a dedicated web administrator who maintains the web server and nothing
else, the system administrator can give the web administrator the SPL authorization
(EXECENYV) to be able to fix this problem. The system administrator can create an entry
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in the execenv.conf database that executes the web server at the correct sensitivity level
and with the privileges the web server requires to run. When the web administrator exe-
cutesthe SPL program, he can start and stop the web server with the chosen settings, with-
out being permitted to change his own process's settings to match those of the server or
other processes on the system.

Remote Administration with Trusted SSH

Administration of web and transaction servers represents a significant task. Additionally,

it raises security challenges since administrators of standard systems often have access to
virtually al system resources. Remote administration of standard systems therefore can
present a significant security risk should an administrator’s authentication become com-
promised. PitBull .comPack provides a highly secure and configurable mechanism for
providing and securing remote administration of PitBull systems.

In PitBull .comPack products sold in the United States, secure remote administration may
be performed through Data Fellows’ F-Secure SSH Server (SSH). SSH is a client/server
architecture that encrypts communications between machines, which is provided as part of
the PitBull .comPack installation. This method of communication eliminates the risk of
other users intercepting network administration data prior to its delivery to the destination
system.

Because of the secure nature of the SSH architecture, certain privileges are granted to the
secure shell daemorghd) that allow it to have more flexibility on a PitBull .comPack
system than any other form of network communications. As a trusted applisatiainjs

not subject to the Advanced Secure Networking (ASN) restrictions set forth in the ASN
configuration files. Ordinarily, any network connection is subject to the most restrictive
rule for that client, either given to the network interface on which the connection was
made or specifically stated for the client machine. These rules define the range of sensitiv-
ity labels (SLs) that are allowed to enter or exit the machited, however, is not subject

to this restriction because it can deny connections other than those specified in its configu-
ration file. More importantly, it uses RSA public/private key authentication, which pre-
vents “spoofing” a network packet and fooling the server into believing that the client is a
trusted host when it is not. Instead, a user on a trusted remote machine is allowed to con-
nect at any sensitivity level that is within the user’s clearance, as defined in the server’s
/etcl/securityl/clear file. With these capabilitiessshd allows connections only

from trusted hosts, thus ensuring that information entering or leaving the machine can
only be viewed by authorized users.

The sshd program available from Argus has been modified to allow clients to connect at
specified sensitivity levels. Anysh client can communicate with the modifieshd and
specify the effective SL of the connection.

Along with the variation of command line arguments used witls gheclient,sshd also

has noticeable differences to facilitate its integration to the PitBull .comPack system. Typ-
ically, thessh daemon has a “set user id’et ui d) of zero, which causes it to run with

the same privileges as root on a non-PitBull .comPack system. On the PitBull .comPack
system, howevesshd is configured to run as useshd with an SL of SYSTEM_HIGH.
Thessh daemon also operates with a least privilege concept. Instead of assigning the dae-
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IPSec

mon superuser rights as with non-PitBull .comPack systems, sshd isonly granted enough
privileges to function properly. The daemon drops any extra privileges immediately after
the connection from the remote host has been made.

Using TSSH allows for the secure administration of a PitBull .comPack server from any
trusted host with asignificantly increased level of security.

PitBull and PitBull .comPack integrate the 1PSec protocol into the | PS security solution to
consistently provide a high level of security not only on the host, but also along the wire
and network as well. Using modern cryptographic methods, 1PSec uses privacy and
authentication servicesto provide a standard, secure way of communication with the TCP/
IP protocol. PSec can protect any 1P-based service or application.

IPSec covers three functional areas of security: authentication, confidentiality, and key
management. |t is useful for secure branch office connectivity over the Internet, secure
remote access over the Internet, establishing extranet and Intranet connectivity with part-
ners, and enhancing e-commerce security.

I PSec provides security services at the IP layer by giving a system the ability to configure
the handling of traffic, providing access control, connectionless integrity, data origin
authentication, regjection of replayed packets, confidentiality, and limited traffic flow con-
fidentiaity.

Argus implements | PSec as away to provide VPN-like capabilities with the IPS to present
arock solid foundation for the enterprise.
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Common architectures: putting it into practice

Our customers include some of the world's biggest names in Internet commerce, finance,
medical records, and telecommunications; some sample architectures are described below.

Internet service providers

PitBull Foundation and the Secure Program Launcher module of PitBull .comPack pro-

vide a secure base for Internet service provider (ISP) businesses, which must provide

access to awide range of users without permitting those users to affect their virtual neigh-

bors’ sites. With the compartmentalization abilities of PitBull Foundation and the privi-
lege-stripping secure startup of the SPL, hundreds of different web sites can be hosted on
the same machine or group of machines. Each site owner can be permitted as much control
of their own web server as the ISP administrator wishes to grant, whether that means lim-
iting the users to modifying HTML files or whether it means permitting them to modify
their server files and restart their servers. And each site owner can be effortlessly pre-
vented from writing to, restarting, or even viewing the other site owners’ servers and files.

Foundation and SPL

Using an example with three site owners, Adam, Beth, and Charlie:

Compartment &

https-weba

Process: Sec.\Web Server A
Files: Con.'Web Server &
vner: Mokbiody

Run by: root

Compartment B

Compartment C

https-webb

Process: Sec.\Weh Server B
Files: Con.\Web Server B
vner: Mokbiody

Run by: root

https-webc

Process: Sec.\Weh Server C
File: Con.\Web Server C
vner: Mokbiody

Run by: root

Shared files

Sl Con. Wb Server

(reacable but not writabiz) D

HTML docs for
https-weba

HTML docs for
https-webb

User weba

Sl Caon.
Wigh &

Auths:

User webb

Sl Caon.
Wieh B

Auths:

HTML docs for
https-webc

User webc

Sl Caon.
Wigh C

Auths:

Sl Con. Wb A
Crener: wweha

Sl Con.Web B
Creener: wwehb

Sl Con.Web ©
Creener: wwehb

The ISP administrator installs three web servers and secures them with disjoint sensitivity
labels. Adam’s web server runs at an SL of Confidential Web Server A (three distinct
compartments: Web, Server, and A). Similarly, Beth’s web server runs at Confidential
Web Server B, and Charlie’s web server runs at Confidential Web Server C. In this exam-
ple, the server executable files are stored at a different SL than both the web server and the
HTML files, to prevent either the users or hackers who exploit the server process from
modifying them. However, files that are shared among the three servers (such as a frame
identifying the ISP and its associated graphics) are stored at a level which all three server
processes dominate: Confidential Web Server. (Neither users nor hackers will be able to
modify these files either.)
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Each of the users are given a login name with a single-level clearance. Adam’s clearance
is Confidential Web A, Beth’s is Confidential Web B, and Charlie’s is Confidential Web C.

In addition, each user is given the LOGIN and EXECENV authorizations. The third
authorization in each user’s list belongs to that user alone. This authorization is used in
conjunction with the SPL to permit this user to restart his or her server if needed, and as an
access authorization on any server configuration files which the ISP administrator decides
the user should be allowed to modify. (Both the HTML files and those selected configura-
tion files should be stored at the user’s single level. In addition, any directories these users
write in should have the minimum and maximum SLs both set to the user’s level, so that a
server exploit cannot be used to write new files at the server’s SL in these directories.)

The result of this is that the users can restart their own web servers at the correct SL for the
web server process without being able to change his/her own SL to that of the process or
perform any other functions at that SL. Each user can also edit his or her own web server
configuration files and HTML files. However, no user can perform these functions on any-
one’s web server but his or her own.

TSSH

To prevent password-based exploits, the ISP administrator can require connections to be
made with TSSH, using RSA keys. Each user is given a unique key to store on the client
machine from which he or she will connect to the server machine. Then the server
machine can be configured to refuse password-based connections to that account. Pro-
vided that the user does not distribute the access key and the passphrase which he or she
uses to enable that key for use on the client machine, the account will be secure from pass-
word-based attacks and all traffic between that client and the server will be encrypted.

Secure CGI Module and Security Gate

At an ISP which would like to offer its customers secure CGI services without either need-
ing a time-consuming and expensive professional review of each CGI script submitted by
their customers or a separate machine for each customer, the Secure CGI Module is
invaluable. This module permits the CGI part of the web server to be isolated from both
the server and the CGI and HTML files, so that a CGI exploit can’t be used to modify any
other part of the server -- including its own files. A Security Gate between the web server
and the Secure CGI Module permits specific point-to-point access between the disparate
SLs.

To build on the example above, rather than allowing the users’ web servers to interpret the
CGl directly, the server configurations would be modified to use the server’s designated
Secure CGI Module via a Security Gate. Each Secure CGI Module would run at a differ-
ent SL than both the server and the documents. To use server A as an example, the Secure
CGI Module could run at a SL of Confidential Web A CGl, and the Security Gate broker-

ing communication between the server and the CGIl Module could run at Confidential Web
Server A CGI (in order for its label to dominate but not equal both the web server and the
CGI Module). The CGI scripts themselves would be stored in a designated directory set in
the CGI Module’s configuration. The scripts would be stored at the same SL as the other
HTML files (Confidential Web A). This way, the user could edit them as needed; but any
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exploits in the CGI script would leave a hacker with a process running at Confidential
Web A CGI, which would not be able to modify any of thefiles.

Secure transactions: commerce, banking, corporate intranets

Although securing web sites is a common use of the PitBull .comPack modules, they can
be used with applications other than web servers. Security Gates can be set up between
any two applications or services which use ports for communication. And any number of
Security Gates can send information to the same back-end port.

Continuing with the model above, suppose that the three web sites all need to communi-

cate with the same back-end database. The database’s SL is Secret Database. The CGI
scripts handled by the Secure CGI Module handle modifications to and searches of the
database. So, by placing a Security Gate between each web server and the database, any
user who wishes to communicate with the database must do so through the medium of the
approved pages on the web server -- which can’t be modified because there is no way for a
hacker who compromises the server process to lower the SL of that process to the level of
the CGI scripts and HTML pages.

Secure Communications Enforcer

In a large business, that type of setup would require a large number of Security Gates in
use, which is not an efficient use of port numbers. The Secure Communications Enforcer
Is intended to receive requests from multiple SLs to multiple SLs and redirect them appro-
priately, based on site-defined allow and deny rules. A single instance of the SCE could
replace the multiple Security Gates used for database access above, and could handle
server requests for communications with additional back-end applications at the same
time. Because the SCE can communicate in either HTTP mode or OTHER mode, it can be
used in conjunction with web servers or with other applications as needed.

Secure Authentication Module

The SCE can also be placed in front of web servers, as part of a user authentication system
in conjunction with the Secure Authentication Module and ASN. The Secure Authentica-
tion Module requires the SCE and an authentication executable of your choice; like PAM,
the Secure Authentication Module is highly adaptable to site-specific needs.

In a typical configuration, the SCE would be placed on port 80 to receive all requests
which are targeted for the main web server and arrive at specific SLs. (If desired, requests
which arrive at other SLs can be denied.) A form on the index page would allow users to
authenticate themselves (via the Secure Authentication Module and a Security Gate, run-
ning at different SLs in a manner similar to the Secure CGI Module description above).
The Secure Authentication Module could hold authentication rules for each of the servers
in the example, and with the SCE, connections which have passed the Secure Authentica-
tion Module would be automatically redirected to the server for which the user is authenti-
cated.
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IPSec

IPSec’s purpose is to provide data-level or packet-level encryption for networking traffic.
At the data level, the information contained within the networking packet is encrypted
during transmission but the IP header and other networking information is left unen-
crypted. At the packet level, the entire networking packet is encrypted and IPSec inserts
its own header and routing information. The advantage to the latter approach is that the
data type and eventual target cannot be read from the packet as it travels. Using this
encrypted network communication with RSA key authentication or other strong authenti-
cation methods provides the ability to create Virtual Private Networks (VPNSs), which are
a vital security component for Internet-based “Just In Time” business models.

Evaluation and Certification

As an internationally renowned provider of security solutions, Argus Systems Group fully
understands the importance of independent product evaluation and validation. As such it
has participated in both the TCSEC and ITSEC processes, and is currently participating in

a Common Criteria evaluation process. PitBull security technology has been ITSEC-certi-
fied at the F/E3 B1 (Labeled Security Protection) level of assurance, although it contains
functionality approaching the B2 level. This certification, which includes the networking
components, is higher than for any other commercially available products in PitBull .com-
Pack's class, thus ensuring that its users have the most advanced secure system product
available today.

PitBull Foundation, the foundation security product upon which PitBull .comPack is built,
Is currently successfully undergoing testing in the National Security Agency’s sponsored
“Trust Technology Assessment Program”, and our Solaris-based product will soon com-
plete testing for EAL 3 certification, followed by EAL 4 certification.

For more information

For more information about Argus Systems Group and its market-leading suite of trusted
operating systems technology:

° Email: info@argus-systems.com

e  Website: www.argus-systems.com
e Fax: (217) 355-1433

e Address:

Argus Systems Group, Inc.
1809 Woodfield Drive
Savoy, IL 61874

USA

e United States: (217) 355-6308
France: +33 14759 2348
Germany: +49 228 98356 0
Switzerland: +41 61 228 9200
UK: +44 1494 430 300
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